Protecting Your Computer
"What you always wanted to know about viruses and spyware and were afraid to ask"

or

"The reason why I was afraid to ask was because I was afraid I would learn more than I would ever want to know."

If this next lecture is confusing to you, then you are really in peril.  So bite the bullet and get your computer protected right away. In a crunch, get some computer savvy youth to help you.
I will tell you what you need to acquire.  My minimum objective is to help you know where to acquire it.  My purpose is to provide some info that will help un-confuse you (or perhaps confuse you more), but at least give you further options.  (If you are not willing to tackle some of this yourself, give a print-out of these notes to your friendly "computer savvy youth"). 

Please allow me to construct a metaphor in an attempt to explain what I want to try and do here:  Learning technical information about using your computer is like learning English.  Just because English can be very difficult and complicated does not mean that three-year-olds cannot use it proficiently at the level that is appropriate for them.  You begin where you are.  This overview is probably more than you ever wanted to know about virus protection, and if so then you already have my apologies.  Hopefully, some or all of this will be useful to you either now or in the future.

 I know that most of us don't have the time to deal with this awful stuff, but it will pay you in the long run to do so.  You really are "in peril" if you have not given some attention to protecting yourself.  I will explain the minimum requisite level -- i.e., what's required at a minimum to protect yourself.. Basically getting yourself set-up to make sure you are protected is a one time thing.  The aggravation of doing this is not nearly as bad as having to deal with a real virus.  (You lucky guys who are using Apple can ignore almost all of this.)  I am going to be fairly rigorous about this because I have had to rebuild my computer a couple of times.  (I already have all this information from previous research, so I am mostly cutting and pasting here to share it with you.)

START

I receive about a dozen viruses daily in my e-mail but they are caught by my virus protection e-mail and thwarted by an updated Windows operating system. In these times, if you are not doing two things at least two times a week, you are in danger of getting a virus (or already have them).

1. If you are using Windows, go into your Internet Explorer browser, click on the Tools menu then click on “Update Windows.”  

This will take you to a free site where it will ask you to let it search for updates.  Take the time to install all critical updates, even if you have to restart the computer again and repeat the process.

2. Install an anti-virus program and computer error program (I recommend Norton Anti-virus. (Cost around $50 then something like $19 per year to renew per year covering all the computers you own.)   

 

These two steps are absolutely necessary to do about every three days.

 

3. For extra credit you can get rid of the 80 or so spy-ware programs on your computer by downloading AdAware or Spybot Search and Destroy for free from:

http://www.download.com/3000-2144-10045910.html?part=69274&subj=dlpage&tag=button 

http://www.safer-networking.org/en/mirrors/index.html    

If you haven't done this before, it will increase you Internet speed big time by eliminating Trojans etc. from your hard drive.  One you have eliminated the programs "immunize" against future spy-ware by selecting that option.
 

If this e-mail is confusing to you, then you are really in peril.  So bite

the bullet and get your computer protected right away. In a crunch, get some

computer savvy youth to help you.

SPECIFIC STEPS TO FOLLOW 

First, go to http://v4.windowsupdate.microsoft.com/en/default.asp   
<< MOST IMPORTANT LINK on this page>>  

Windows updates are the most critical thing to keep up with  

· Install all service packs and security updates to the Windows operating system. 

You should run this every day unless you set yourself up to get the automatic updates.  Automatic updates are not actually automatic if you wish to only be notified when they are available and elect when to do them.  

WAIT:  If you have XP, I recommend that before you run ANY updates or install any new software be sure to turn on SYSTEM RESTORE. 

System Restore is a new Windows XP feature that's similar to "Last Known Configuration." 

However, System Restore maintains multiple restore points instead of one last restore point. The user can manually create restore points, or System Restore can automatically create restore points during updates and installation of new software.  

To enable or disable System Restore, perform the following steps:  

1. Click the Start button and start the System Control Panel applet. 


2. Select the System Restore tab. 


3. Clear the "Turn off System Restore on all drives" check box to enable System Restore (or select this check box to disable System Restore).  


4. Click OK.  

Also here:  To delete older restore points, but leave the system restore turned on: 

1. Right Click the Drive in question/Properties/Disk Cleanup/More Options/System Restore/Cleanup.  


2. It's a good idea to look in on your System Restore points now and then, just to make sure it is creating regular restore points. 


Enabling or Disabling Automatic Windows Update (this is for XP users only):  

Depending on your settings, Windows XP may routinely activate the Windows Update feature to scan for and download updates to Windows XP automatically. 

If you have a fast Internet connection, and usually don't remember to check for updates yourself, you'll probably want this feature turned on.   However, if you already check for updates, and would rather not have your work interrupted, you'll probably want to disable automatic updating. 

1. To control or disable automatic updating, open the System icon in Control Panel (or right-click My Computer and select Properties), and choose the Automatic Updates tab. 


2. To check for updates manually, open Internet Explorer and select Windows Update from the Tools menu (or you can save the Windows Update URL in your Favorites menu).
 

Note: even if you have enabled full automatic updating, Windows XP may only install critical updates. It's a good idea to check with Windows Update manually to make sure the updates you want are installed.  http://v4.windowsupdate.microsoft.com/en/default.asp
Don't forget to also update Microsoft Office at the same time: http://office.microsoft.com/OfficeUpdate/default.aspx  

(A link is also provided on the Windows Update page.)  Some experts will argue that if you are behind a firewall and don't leave your computer turned on all the time that ANTI-VIRUS software is more important than Windows Updates.  However, I consider them equally important.

If you are running the Windows Update for the first time and do not have a cable modem (and don't use your computer very much), then you may choose to start by getting the first updates on a CD since it will take quite a while to run ALL the service packs and updates:  http://www.microsoft.com/athome/security/protect/cd/order.mspx  
This link also has some very good general protection information about viruses, spyware, etc.  However, if you are checking emails everyday you'd best no wait the 2-4 weeks for delivery.  Just run the updates and go have lunch.  Besides by the time the CD gets to you it will most likely be outdated.

If you are running XP (the latest version of the Windows operating system), you should also probably implement the Windows Firewall:  
http://www.microsoft.com/downloads/details.aspx?FamilyID=4454e0e1-61fa-447a-bdcd-499f73a637d1&displaylang=en  (Be sure to read everything first.)

NOTE:  Antivirus Tools Cannot Clean Infected Files in the _Restore Folder

http://support.microsoft.com/default.aspx?scid=http://support.microsoft.com:80/support/kb/articles/Q263/4/55.ASP&NoWebContent=1
Scan for existing viruses

http://security.symantec.com/sscv6/default.asp?productid=symhome)#id=ie&venid=sym 
THIRD OPTION
Software Firewalls

Black Ice Defender at: http://www.black-ice-firewall.com/ 

Or 
Zonealarm at: http://www.zonelabs.com/store/content/home.jsp
This are software firewalls.  
I recommend you use one even you decide to use the built-in Windows software firewall.  http://www.microsoft.com/downloads/details.aspx?FamilyID=4454e0e1-61fa-447a-bdcd-499f73a637d1&displaylang=en  
While all this other stuff protects you against what is COMING IN to your computer, ZONEALARM will also protect you against the stuff that has already gotten in and is trying to access "the mother ship" over the Internet.  Zonealarm allows you to give permission to ANY program that is attempting access the web using your computer.  I would not be without it.  (Most likely the FREE version is all you will need. It is a little hard to find so here is the link:
   http://www.zonelabs.com/store/content/company/products/znalm/freeDownload.jsp
Other versions of their product are here: http://www.zonelabs.com/store/content/company/products/znalm/freeDownload.jsp 
Finally, you might wish to seriously consider abandoning OUTLOOK and OUTLOOK express as your email client. These are the programs most hackers are targeting, though any email can have an attachment with a virus.  As an option you can use Netscape, Mozilla, or Eudora.  All are free.  For example, Eudora is free unless you want the anti-spam version:  http://www.eudora.com/download/
Free ANTI-SPY Software:

Some folks feel that once they have learned how to routinely install the Windows Updates, and obtained Antivirus software they have done enough.  For some, maybe so.  
If you do a lot of browsing on the web you will want to consider protecting against SPY software, particularly if you use a credit card on the web. Spy software can actually obtain your credit card number. 
To read more about it see http://safespy.net/ProtectYourPrivacy.htm  
This is a very good introduction to how spyware works... and how they can even get your credit card number, but don't download Spybot from there.  Better to get it from the original maker's website: http://www.safer-networking.org/en/mirrors/index.html    


Here are four good programs that are FREE to help protect you against SPY software: (To really detect all spyware you have to run more than one. 

Spybot, SpywareBlaster, Spysweeper, and Ad-aware . You can (and "should") use them in combination.  They are complementary.

(1)  http://www.spybot.info/en/download/index.html 
(latest version of Spybot Search and Destroy 1.3)

http://www.safer-networking.org/en/mirrors/index.html  

(2)  http://www.javacoolsoftware.com/spywareblaster.html 

SPYBOT allows you to do something like a CREATE / RESTORE operation called SNAPSHOT that you can undo.  Most interesting, however, is its IMMUNIZE feature, which can be used with more precise definition than SPYBLASTER.  Spyblaster give you lots of control.   Spybot also lets you click on the type of critter it finds and it give you all kinds of information about it definitionally, including links to its manufacturer.  Lots of FREE updates and definitions. Be careful with the immunize feature, however, because it can stop some software other than spyware (maybe even other anti-spy) from working.  

You even have to be careful giving total control to POP-UP blockers.  Once I unwittingly allowed one to disable the FLASH video features of Internet Explorer:  Pop-up blockers blocking Flash: The most common cause of Flash movies failing to display is the presence of a pop-up/ad blocker software that specifically targets Flash content. To find out more about this please see Flash movies do not appear after installing the Flash Player (TN 19091).  Reason:  This error can be caused by a "kill bit" entry installed in the Windows registry. This type of registry entry is usually created by an ad/pop-up blocker installation. Uninstalling the pop-up blocker will not necessarily remove this registry entry

(3) http://www.spysweeper.com/
Seems only Spysweeper (FREE initially but requires license to update definitions) allows you to QUARANTINE stuff (including BackWeb and cookies) so it can be undone later.  Affiliated with Earthlink, so pretty reputable I guess.  (see further information from their website below, between the ======  lines)

(4) Ad-aware protects against companies and individuals who want to monitor how you browse the web and then advertise to you.  You may or may not care to protect yourself against this.  Some are not invidious.  Some use cookies and some put their hooks right into your Windows registry.  Then they harvest information and market that information to other marketers.  They can store files in your registry, on your hard disk (as separate files) and as cookies.  Not all cookies are bad.  Some of these you may want.  "Backweb" (a generic term) is sometimes considered to be spyware but is generally used for legitimate purposes. This software should only be removed by advanced users after careful research and consideration.  It will pay you to educate yourself a bit on this.   If you wish to protect yourself against this go to http://www.lavasoftusa.com/  and click on the "Download.com" button.  I recommend that you don't try to customize or configure it yourself unless you are computer savvy.  However, that being said, there are some definite advantages.  For example, you may wish to have it scan your host files, the banned URLs, and any extra drives on your computer besides drive C:  (The default settings do not include these.)  Deep in the customize of the free version you can even set up automatic notification and continuous intercept, so I am not sure what the difference is between the one you pay for and the one you don't pay for.   If you prefer not to customize, running it once a week should be enough for most folks.  Use the default ("smart system scan").

==============================================

Seems only Spysweeper (FREE initially but requires license to update definitions) allows you to QUARANTINE backweb stuff so it can be undone later.

Webroot, the maker of Spysweeper, says this about backweb at : http://www.webroot.com/php/spysweeper_spydesc.php
"BackWeb" is a background downloading tool that software vendors can incorporate into their product to download data to their customers' computers. The information most commonly distributed are product updates, although some companies do use BackWeb for advertising purposes. Method of Infection: Companies that bundle their products with BackWeb include AT&T, British Telecommunications, Cisco Systems, Compaq, Ericsson, Fidelity Investments, F-Secure, HP, IBM, Logitech, NBC, Network Associates, Nortel Networks, Real Networks, Siemens, Verizon Wireless, and WatchGuard Technologies.  Additional Comments: Backweb is sometimes considered to be spyware but is generally used for legitimate purposes. This software should only be removed by advanced users after careful research and consideration.   BackWeb helps companies maximize their content investments by prioritizing, delivering and promoting the usage of critical information to customers, suppliers, partners and employees across the enterprise. BackWeb ProactivePortalTM technologies allow companies to ensure that the right people have the right information at the right time. These technologies are the result of hundreds of man-years of development effort and experience with hundreds of customers. 

    Many Fortune 500 companies rely on BackWeb to manage critical communications across the enterprise, maximize their portal investments, and streamline their e-businesses. By ensuring that critical portal content is automatically prioritized, delivered, received and used across the enterprise, CIOs can promote their business-critical communications and leverage their portal investments. For more information, please visit us on the Web at www.backweb.com. 

http://www.pestpatrol.com/PestInfo/B/Backweb.asp  Pestpatrol says this: BackWeb is a generic, background downloading tool that software vendors can incorporate into their product to download data (e.g. product updates) to the user's PC. Its operation depends on the instructions given to it by the individual software vendor who bundles it.  BackWeb has been associated with numerous large companies working on a corporate level to deliver timely information and updates. Essentially, BackWeb is a communications program whereby a large amount of users may be contacted in an instant.  Information may be collected from many sources including applications which may then be delivered to the collection site. Further, this technology is based upon an open architecture whereby third-party developers may develop customized applications to meet their needs.  BackWeb has plug-in module capabilities to further extend features and capabilities of the core program. One such established plug-in module is the "BackWeb Polite Upstream" which allows for the reverse flow of communications. Communications from the client may be delivered to the server for assimilation into a collection point for further processing.  May use port 6670 (as may other games and programs.)

==============================================

Occasionally there are "false positives" with respect to Trojans.  (Consider http://sdp.ppona.com/security_issue.html at  http://sdp.ppona.com/
Most likely you would only be interested in this if you were attempting to develop Windows Media Streaming products.)

In conclusion, in goes without saying that you should also have a "backup" of your data, in case a virus actually corrupts your system.
There are numerous ways to do this.  The only comprehensive way is to protect against hardware failure and an Operating System (Windows) failure -- either of which can be hit by a virus.  I use both "real-time" and "archive" backup.  The real-time makes a mirror-image backup of everything I have on a separate drive, but the problem is that both will be infected, so archive on another drive (or CDs or DVDs) is also necessary.  (I keep only one image backup on a separate USB drive and copies of my important documents on a USB FLASH memory stick that is always on my car keys.
Example:  http://www.microcenter.com/single_product_results.phtml?product_id=0157074  That way, if there is a fire in my house while I am away and my computer burns up, God forbid, I am not totally lost.)  Making a mirror image file of your entire hard disk requires a program like Norton Ghost (comes with Norton System Works) or Drive Image Plus (which is better than Ghost).  Only the "plus" version (6.0 and higher I believe) can handle the latest version of the Windows XP operating system (which uses NTFS "plus" even though they don't tell you.)  Search www.google.com to find best price.  This kind of archive backup routine can take 30 minutes or 8 hours, depending on how big your hard disk is and whether you have lots of compressed files on it already (like pictures stored as JPEGs). You can run it over night one a week, or whenever.

All this information is intended to help make your life easier, rather than more complicated.  

